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1. Whether there is a real-time offsite backup O

2. Whether the backups are scheduled consistently to save data based on a 1
user’s requirements

3. Whether the notifications provide daily status updates on a backup situation O

4. Whether the organization has unlimited space available to backup large 1
amounts of data

5. Whether the data is available at any time to ensure the retrieval and 1
recovery of lost data

6. Whether there is a mandate from backup provider that guarantees data 1
safety

7. Whether there is a strategy for encrypting transmitted data O

8. Whether there is a usage of multiple media for creating a backup to add 1
cohesion in the overall backup strategy

9. Whether the organization is using multiple backup methods such as external 1
hard drives, etc.

10. Whether the organization is storing backups in multiple locations such as on- 1
site or off-site

11. Whether the organization is having physical isolation between their backup 1
copies to avoid data loss

12. Whether the organization has increased the backup frequency to perform 1
multiple backups in a day

13. Whether the organization has automated the use of disaster recovery
runbooks to ensure appropriate recovery at the time of major security O
incidents

14. Whether a good retention plan is implemented to manage space and reduce 1
backup costs

15. Whether the backup files are easily accessible in case of emergency O
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